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Green Button

¢ Green Button is the energy industry standard for enabling customers to
easily download and securely share their energy usage data

+ Solution provider able to offer better, data-driven customized solutions
based on higher fidelity advanced metering data set
» Almost 470K Hawaiian Electric customers will have advanced meters by Q3 2024

+ This webinar will cover the Data Sharing component
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Source: https://greenbuttondata.org/residential.html



Green Button Flow Diagram
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Third Party Registration Link

1. Access Third Party Registration by visiting
https://myenergyusehawaii.com

2. On the bottom of the web page there is “Third
Party Registration” link

3. Click on the link to access the Third Party
Registration form
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Third Party Registration
Form

1. Fill out the Fields on the Form

2. Click on the @ icon to view the reference
guide for filling out the form

Green Buttr n Connect Registration

Input Field
Type of User

Client Name

Company
Address

S e
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Green Button Connect Registration
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© View a reference guide to get help with filling out this form.

pe of User
Standard User
Client Name

Company Address

‘Agent Name

Redirect URI

‘Token Endpoint Authentication Method

Grant Types.

Response Types.

“Third-Party Notify URI

Software ID

Policy URI

1 agree to Hawaiian Electric's Privacy Policy
and Tems of Use

Software Version
Third-party Name

Contact
support@example comrelai@

Thid-Party Application Description

Third-Party Applicaion Status.
Development

Third-Party Application Type
Web

Thid-Party Application Use
Energy Management

Third-Party Phone
XXEH0H0K

Third-Party User Portl Screen URI
Logo URI
Client URI

Terms of Service URI

eference guide to get help with filling out this form.

Description

Select one of the following:
Standard User: All other parties
Community Choice Aggregator. Registered Community Choice Aggregator within
Hawainian Electric's service territory

Energy Efficiency User: On-Bill Repayment, On-Bill Finance, and energy efficiency

programs

The name of the application to which access would be granted (OAuth client name).

Please provide full address of company:
Address Line 1, Address Line 2, City, State, Zip Code
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Third Party Registration
Form

1. At the bottom of the form is Agreement to
Hawaiian Electric’s Privacy Policy and Terms
of Use.

2. Please access the links to the documents
and review before clicking the check box and
hitting “Submit”

| agree to Hawaiian Electric’s|Privacy Polic

and

Share @

Terms of Use
Legal Notice & Terms of Use

Welcome to the websitz of Hawailan |

Campary. Your use o this
ric Company prvacy policy anc other zppliczbl terms of se.

£ constitutes your agrzems;

o be bounc by this legal nacice and terms of use, Hevalian

Proprietery Rights

‘Tha content o7 this website, including but not i 'tad to all nformation, datz, text,
‘and the arrangement the-zcf,is the property of Hawailzn Elzctric Co d

propriztery righcs owned or lizensed by Hawaiian Elzctric Company. The nam iz~ Electric Company, ard the 7amas and legos of Hawai an Electiic
Company subsidizries or ailiated companies that appzar i tais stz are tracemzris and trace names pro! ylaw,

are, musicimages, sounds, photogrzshs, vdeo, messages and other mater

pyrghts trademarks,senvice marksor c:her intelectu! property or

Usage

ly. Any copy you
s, ransmi, mod ¥, create
ph,you arerot being
o circumstances wily
Company, ts affates and

y i

n Elactric Comzany,

derivative works from, crin any way explst any of thecentent, i whole erin 2art forany 2

2 lcense uncer any copyrigh etk senice mark, patens or cther ircllctual

obiain ny ights  the preducs,services, pocesses or technolagy ces the content. Al those ig
rights

Information Provided by You

Any informat on communicated to Hawaian Eleczric Company throug this stz s the
ercidedto use anyinformat on subrr f the tems
submission. You acknovile dto Havalin Ele
andlegaliy

Companyis

propety of Hawaian Electic Company. ez ian Elect
ivecy policy and withaLt czmpersation tothe perscn sendng the
mpany and v, appropriateness

esponsilty
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Submit

Share @

Customer Information Privacy Policy

Hawaiian Elecic s sensiciv to your concems abaut the confidentiality and privacy of your personal information. This privacy
policy asplies to al customerinFormation (dzta sbaut you ard your energy usage), whether provided by you, racordec by our
meters, or col ected by our websites.

QOur Privacy Principles

+ Wa will nat sel, rent, crlizense your personal infarmat on

+ W treat customer information as confidential, consistert with legal anc regulatory requirements.
+ Wa will enly sha-e your information wita your consen: or as provided For in this policy.

+ W requira any perscn or organizatior we share data with to protect customer informatior.

+ W do not llow any nerson or arganization acting on our behalf to use customer information for their own marketing
purposes.

Wa use customer data for customer service, billing, planning, and grid management, as wall as optional customer programs
for demard response ard cistributed sower genaration ke rooftop sala) W aleo use i o communicaze with you zbout
your account, your utiltyservice, and other programs.

Wa track online behavior on our website and through email communicatiens only to improve our programs and services.

W lim tou dets gatharing to the slectricity data recorded by the meter, unless you gve us permissien o gather
additonal cate by signing up for one oFour special programs.



Third Party Registration
Form

1. Once a valid form is submitted the
information will be vetted internally by
Hawaiian Electric

2. Companies that pass the vetting process will

be flagged as active

3. Active companies will have their Metadata
sent to them

4. The Metadata will include the Registration
Access Token which is needed to access the
MyMeter application
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Button Connect Management

“Third Party Active  Date Registered On Date Expires On Edit Generate Metadata Delete
Vule 0 8/28/202211:08:08 AM 08282023 @ Edit Del
SteffanTest 5/25/202212:37:13PM 05252023 @ Edit Generate Metadata

gbe 5/5/20228:41:18 AM 05/05/2023 Edit Generate Metadata
Company2022 4/27/2022811:38 AM 042712023 @ Edit

TestAgent_HECO_ConnectedApp

2/11/20228:3013 AM 02112023 B Edit Generale Metadata
8/17/2021 10:24:27 AM 0817202 B Edit Generate Metadata

CompanyZ a] 10/4/2021 8:31:26 AM 10042022 B Edit Delete
CompanyB
CompanyA /3/2021 7:2515 AM 0803202 @ Edit Generate Metadata

ContactUs |

Third Party Meta

Client Name
Enabled

Authorization Endpoint:
Token Endpoint

Bulk Request URI

Resource Endpoint
Client Id

Client Secret:

Client Id Issued At
Client Secret Expires At

Registration Client URIZ

Registration Access Token:

AuthorizationServerUrl

rivacy Poicy | Tems ofUse | Thirg Party Registation G selectLanguage v 16416 Powered By

Test 11/21,/2022

True

https://ga myenergyusehawaii_net/OAuthServer/Authorize
https://ga.myenergyusehawaii net/OAuthServer/sToken
https://myenergyusehawaii.com/resourceapi/317/GBC/espi/1_1/Resource/Bat
ch/Bulks
https-//myenergyusehawaii.com/resourceapi/317/GBCrsespi/1_1/Resource/Bat
ch/Subscription/

gbc_0

TeMdhEp2

11/21/2022 11:43:47 AM

11/21/2023 11:43:47 AM
https.//myenergyusehawaii.com/resourceapi/317/GBCrespi/1_1/Resource/Ap
plicationIinformation/gbc_0
A4vabwoo+TwxMriv+2/80cXd2iliQTrxaomegmYKuDLK2Z2cHTF/AKONyIBDTPEDKgy
w3BkxSaTVLQcdr6+V1bh1RQ3sUciaCGkjluoHN3/5EZBFhkOxk4Vdrjdk3hKkLY zr
IRkJDRz9d8QBKLruj6 SBFpQIVwKMaRzp1Insq2riHyZxB/DRiAzz JJxk6R8C2HaKY
HUEGBNx6LT6AQ00gHIMB6tgVdl T196Loh4xcOYwwyDKM-+NCmMmWTigteyY3gtCsM
ZCMOJ7bbDPxXNQ4mMAIk7zixrtQF SPRvOPd3ZerF9z/UvWDbIK7+np+sCp0yJJfK5j
eWtlceWVPC7o0OF+RzLxJSnNEjLPdUIlAUasDFy9XhFmMONrNZMjyb5Pb8NWz1rrEIk1d
LyYhXiNgTDUuzXVGmMP+TYVIigD5uYwTslZavFw3F5RYARLMSB8evL BARNSEDy Xk
Gupyr¥TVsHvCHONQf2T/ztdFDk80 1 UHrNH26cQOrtrSIYQLVAIMDA41 Px+I3EZ9d
D+I3IL5HCgazZeqQjp3]PVIiyuJCiFNuw==

https://ga myenergyusehawaii_net/OAuthServers,




Customer Journey Overview

1.Customer logs in 3™ party and selects HECO  Customer 3¢ Party  Hawaiian Electric Portal

3.Selects the scope of desired data (if applicable) . D ¥ ¥ Hawaiian

- A4 Electric

1. Logs into 3P site, selects HECO o

3a.Authenticates with Hawaiian Electric Portal

2. Customer selects desired

L . . scope of data(if applicable
Existing Customer? Log on from our Online Customer Service Center > < P (if app! )
username | ssssssssses 4 3a. Authenticates with Hawaiian Electrif Portal and 3b. approves data sharing
3b | J scope >
' Remember Me Forgot your Password?
4. Redirected Back to the 3" party
< C @ myenergyuset t/OAUthS gotiateScop
ﬁlll Haws n

Do you want to grant Tevin access to 395 days of 15-Minute, Hourly data?

4. | BeE




In-Depth —

Customer Journey

Retail
Customer

Third
Party

Al

authorization
server)

cnC

Access 373 website,
1 Optionally logs in, selects HECO,
Redirect 1o scope selection webpage.
< F
Retail customer optionally selects desired
5 scope of data permissions, 3P begins DAuth
Process.
Redirect 1o begin authorization process.
= 4
5 Customaer redirected 1o on-prem Allserver, provides UID/PWD Al calls CDC"s AP to validan
customer’s UIDFPWD
(]
Send Authorization Code & Redifect retail customes to the 7
authorization webpage. This is wherd the customer will allow the 3P
access to their data withir] the selected scope. Al generates a short-
= lived authorization
Retail customer is redirected to the
3P’s site and ; ts cor ddeni
nEns m.‘ v.-"‘p e If the retail customer accepred the
Bb authorization reguest. authorization regquest, the 3P can
Fequest a data Access Token from Al
using the authorization code
9 generated in step 8a
1 3P and request ane valid, Al
sends the access wken and
End OAuth process. refresh token to the 3P
The 3P can now request data
from the Resource Server.

10




Hawai‘i Energy



HAWAI'l ENERGY
SUPPORT

1. Set up test portal

2. Provide feedback on setup process

3. Share lessons learned e S

oHawai‘i Energy hawaiienergy.com



MINIMUM RESOURCE/SKILLSET
REQUIREMENTS

1. Building a Web Site (Html/Javascript)

2. Maintaining a Database

3. Model-View-Controller Architectural Pattern
Model: Database that stores the access/refresh tokens per account
View: Enables user to integrate their utility account

Controller: Reads URL parameters from the Web Page (View), makes API callouts and interacts with the database
(Model)

4. Oauth 2.0 Access Token API Verification
Need web page to direct user to utility login
Need web page for redirect from utility site to collect Authentication Code and make Token callout

5. API Callouts to retrieve/manipulate data

@Hawai‘i Energy hawaiienergy.com



KEY TAKE-AWAYS &
LESSONS

1. Pay particular attention to the Scope of the data request.

- Has implications on database storage requirement

- May require additional code to handle size limits

- Scope parameter on each data request callout must match the Scope of the original authorization request
2. Ensure parameters in the API callouts explicitly use the encoding specified within the documentation

3. SSL certificate updates may affect a successful connection. Reach out to Hawaiian Electric for support.

@Hawai‘i Energy hawaiienergy.com



Mahalo!

www.hawaiienergy.com

n facebook.com/hawaiienergy L 4 @myhawaiienergy



Additional Resources

Website: https://www.hawaiianelectric.com/products-and-
services/customer-incentive-programs/installer-information

Instruction manual
This webinar recording (will be posted)
This presentation in pdf (will be posted)

Inquiries: connect@hawaiianelectric.com
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https://www.hawaiianelectric.com/products-and-services/customer-incentive-programs/installer-information
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